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#1 Bem vindo a Semana Profissao Cloud

Esse é seu material de apoio para participar durante o Workshop de Cloud Computing, entdo

aperte os cintos e vamos comegar.
A programacao das LIVE estd apresentada da seguinte maneira:

e #1-—22/03 —20hs — Aquecimento: https://youtu.be/A1DCLjvYC40

e #2-23/03 —20hs — Cenario Inicial: https://youtu.be/Y3 X5yrdVNc

e #3-—24/03 —20hs — M3o na Massa: https://youtu.be/U80ICZMQ2Ec

e #4—25/03 — 20hs — M3o na Massa: https://youtu.be/i9LRCgnlejE

e #5—26/03 — 20hs — Apresentacdo da Solucdo: https://youtu.be/wn2elZvF nM

Criacéo da conta Outlook.com

O primeito passo é vocé criar um email exclusivo para esse evento, ndo use o seu email pessoal
agora, fago questdo de reforgar para vocé criar um email novo que vai usar somente aqui nessa

semana e depois pode apagar ou esquecer ele que, pois ndo vai mais usar.

Acesse o seu navegador em modo oculto (in-private) digitando Outlook.com.

- -
- exprimerte o premios | (R N

Outlook

Conecte-se.
Organize-se.
Realize tarefas.

Email e calendario gratuitos do Outlook

Tudo o que vocé precisa para ser mais produtivo e estar Criar conta gratuita
conectado em casa e em praticamente qualquer.

Aperte em “Criar conta gratuita” e vocé devera seguir os passos para criar um usuario/senha de

estudos exemplo “zecaprofissaocloud@outlook.com” para comegar.
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Em seguida, anote no seu caderno ou notepad o endereco e a senha que vocé criou pois

precisara deles durante todas nossas atividades.

Solicitando seus créditos

Agora vocé precisa acessar o seguinte site para solicitar os seus US50 para realizar todos os
exercicios propostos em nossa semana, vocé vai ter acesso ao Azure de verdade, entdo muita

atengdo nessa parte!
Clique nesse link abaixo e acesse o formulario

https://cursos.zecanunes.com.br/land/maratona-cloud/voucher-para-laboratorio-workshop

S EMANA

PROFISSAOCL&UD

Acesso a 1 (um) Voucher de U$50 para utilizar no Azure

Nome Completo *

Que vai aparecer no Certificado

Nome Sobrenome

E-mail pessoal *

Digite um e-mail Confirmar e-mail

CPF*

Novo E-mail Oultlook.com *

Digite um e-mail Confirmar e-mail

Enviar

Preencha adequadamente dada um dos campos, conforme orientado na LIVE!
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Resgatando o seu crédito

Em seguida, vocé devera abrir uma nova aba anénima no mesmo navegador anénimo acessar

o seguinte site: microsoftazurepass.com

MY ACCOUNT SIGN IN

Ready to get started?

Try Microsoft Azure Pass

We're offering an Azure Pass, so for a limited time period, you can try Azure for free

#No credit card required

Start >

Nessa tela vocé deve apertar START, em seguida confirmar o endereco de email outlook.com
gue vocé acabou de criar em um passo anterior, se tiver de digitar, faca com cuidado para ndo

errar nenhum caractere.

Siga os proximos passos de acordo com a orientagdo na LIVE #1

© Zeca Nunes - Todos os direitos reservados
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#2 Preparando o Workshop

Antes de comecar a etapa mais esperada de mao na massa, nds vamos criar um ambiente inicial
utilizando uma técnica muito interessante em Cloud Computing, que é o template. Toda
implementacdao de maquinas, redes e outros servicos pode ser previamente planejada e um

modelo pode ser criado para levantar esse ambiente sempre que precisar.

Vamos aqui utilizar o seguinte arquivo de template, por favor faca o download dele na sua

magquina local para utilizar no exercicio.

Cligue AQUI com o Botdo Direito para Salvar o arquivo template no C:\Temp, por exemplo.

O Diagrama abaixo mostra o trabalho que vamos fazer nesse exercicio inicial:

WGVNet2 - 10.8.0.0/20

AppSubnet DataSubnet
10.8.0.0/25 10.8.1.0/25

WGP | |

WGWEB1 WGWEB2 WGSaL
10.8.0.4 10.8.0.5 10814

Exercise 0: Create a Virtual Network and provision subnets
Duration: 15 minutes

Task 1: Create a Virtual Network with Subnets

1. From your computer, connect to the portal.azure.com, select + Create a resource, and

search for Virtual Network, select Create.

2. On the Create virtual network blade, enter the following information:

e Subscription: Select your subscription.

e Resource group: Select Create new, and enter the name WGVNetRG2

© Zeca Nunes - Todos os direitos reservados
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e Name: WGVNet2
e Location: (US) South Central US
Click “Next : IP Address >" button
e |Pv4 address space: edit to 10.8.0.0/20
e Click “+ Add subnet”
e Subnet name: AppSubnet
e |Pv4 address space: 10.8.0.0/25
e Click “Add”
Leave the other options as default for now.
4. Upon completion, it should look like the following screenshot. Validate the

information is correct, and select Review + create.

Create virtual network

IPv4 address space

| 10800720 v | 1
I l

D Add IPv6 address space (D

The subnet's address range in CIDR notation (e.g. 192.168.1.0/24). It must be contained by the address space of the virtual
network,

—+ Add subnet [

D Subnet name Subnet address range

[] Appsubnet 10.8.0.0/25

| < Previous | | Next : Security > | Download a template for automation

The create virtual network dialog is displayed. The configuration options specified in the previous step are

showed.
>> Review + Create

>> Create

© Zeca Nunes - Todos os direitos reservados
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5. Monitor the deployment status by selecting Notifications Bell at the top of

the portal. In a minute or so, you should see a confirmation of the successful

deployment. Select Go to Resource.

@ Your deployment is complete

Subscription: Azure Pass — Sponsorship
Resource group: WGVMetRG2

~ Deployment details (Download)

~ MNext steps

Go to resource

Task 2: Configure subnets

Deployment name: Microsoft.VirtualNetwork-20210323160021

1. Go tothe WGVNetRG1 Group, and select WGVNet2 Virtual Network blade if you’re not

there already, and select Subnets under Settings on the left.

i“ WGVNet2 - Subnets

Wirtual netwaork

| O Search (Crl+/)

“o Overview

B Activity log

s Access control (IAM)
& Tags

7+ Diagnose and solve problems
Settings
< Address space

wx Connected devices

<> Subnets

In the Virtual Network blade, under Settings, Subnets is selected.

2. Inthe Subnets blade select +Subnet.

© Zeca Nunes - Todos os direitos reservados
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+ Subnet I + Gateway subnet

| O Search subnets

NAME ADDRESS RANGE

In the Subnets blade, the add Subnet button is selected.

3. Onthe Add subnet blade, enter the following information:
e Name: DataSubnet
e Address range: 10.8.1.0/25
e Network security group: None
e Route table: None

e Service Endpoints: Leave as Default.

4. When your dialog looks like the following screenshot, select OK to create the subnet.

Add subnet *

WGVNetZ

Name *

I DataSubnet I . |

Address range (CIDR block) * ®
{[ 10810025 /]
10.8.1.0 - 10.8.1.127 (123 + 5 Azure reserved addresses)

[] Add an IPv6 address space

Network security group

I Mone ~ |
|—

Route table

INoneI \/|

Service endpoints

Services @

0 selected e

Subnet delegation

Delegate subnet to a service

Mone N

Task 3: Use the Azure portal for a template deployment

Note: If you have not downloaded the student files see this section in the
before getting started section of this hands-on lab.

© Zeca Nunes - Todos os direitos reservados
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1. On your Computer, open the C:\temp\CloudShop.json student file for
this lab.

2. Make sure you are signed into home to the Azure portal
at http://portal.azure.com.

3. Choose + Create a resource, and search for and select template
deployment.

New

|/f_'J Template deployment

4. On the Template deployment blade, select Create.

5. On the Custom deployment blade, select Build your own template in
the editor.

Custom deployment

Deploy from a custom template

Learn about template deployment

€ Read the docs 17

f‘lEuild your own template in the editor

6. Choose Load file and select the CloudShop.json file from your C:\temp
directory and then select Save.

Edit template
Edit your Azure Resource Manager template
+Add resource T Quickstart template 5 Load file | + Download
W Parameters (0) 1
. 2 "$schema”:
|=| Variables {0) - $schema
htips://schema.management.azure.com/schemas/2015-01-01/deploymentTemplate.
& Resources (0) json#”,
3 “contentVersion™: "1.8.8.8",
4 "parameters”: {},
5 "resources”: []
6

7. Validate the following parameters

o Resource Group: Select WGVNetRG2 you created earlier.

10
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o Location: (US) South Central US (The same location you used to
provision resources earlier in this lab.)

o Existing Virtual Network Name: WGVNet2

o Existing Virtual Network Resource Group: WGVNetRG2

o Web Subnet: AppSubnet

o Data Subnet: DataSubnet

8. Click on Review + create and then Create. This deployment will take
approximately 20-40 minutes.

Custom deployment

Deploy from a oustom templabe

TEMPLATE

mmm Customized template
[ 1

WSS 0 resources

BASICS
* Subscription
* Resource group

* [ ocation

SETTIMGS
Vmstorage Type

Admin Usermame @

Admin Password @

Joud Shop Download Ud @

F" I" n
Edit template Edit paramet.... Leamn more
| Opsgility Development Environment e |
v |
agaTe nesw
| LS} South Central US V|
| Premium_LRS w
| demouser

| https//cloudworkshop blob.core windows.net/enterprise- networking/'Cloudshop.zip

Task 4: Validate the CloudShop application is up after the deployment

1. Using the Azure home portal, open the WGVNetRG2 Resource group
and review the deployment.

2. Navigate to the WGWEB1 blade.

3. On the WGWEB1 blade, first select Connect, then select RDP, and then
choose Download RDP file to establish a Remote Desktop session.

11
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3 WGWEBT

=M. Virtual machine

0 Search (Ctri+/)

3

=]
]
& Tags

< Diagnose and solve problems

Owverview
Activity log

Access control (LAM)

Settings

A ®» Connect

~ 0 "WGEWEET" is not using Managed Disks
Resource group (change)
WOVMRGTMT

Status
Running

Location
South Central Us

Subscription (change)
Azure Pass - Sponsorship

4. Depending on your Remote Desktop protocol client and browser
configuration, you will either be prompted to open an RDP file, or you
will need to download it and then open it separately to connect.

Log in with the credentials specified during creation:

o User: demouser

o Password: demo@pass123

You will be presented with a Remote Desktop Connection warning
because of a certificate trust issue. Select Yes to continue with the

connection.

B Remnote Desktop Connection

v

you want to connect anyway ?

securnty certificate. t may be unsafe to proceed.
Certfficate name
IQ Mame in the cedificate from the remote computer:

WGWEB1

Certificate emors

computer's certificate:

Do you want to connect despite these certificate emors?

Do

't ask me again for connections to this computer

The identity of the remote computer cannct be verified. Do

The remote computer could not be authenticated due to problems with its

The following emors were encountered while validating the remote

/1 The certificate is not from a trusted certifying authority.

*

View certfficate... Yes

© Zeca Nunes - Todos os direitos reservados
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7. When logging on for the first time, you will have a prompt asking about
network discovery. Select No.

Networks

2 Network

Do you want to find PCs, devices, and
content on this network, and
automatically connect to devices like

printers and TVs?

We recommend that you do this on
your home and work networks.

Dashboard
i Local Server

ii All Servers

Bg File and Storage Services P

9. In the Local Server pane, ensure the IE Enhanced Security
Configuration is set to Off. If that is not the case, select On.

Last installed updates

Feedback & Diagnostics

Never
Download updates only, using Windows Update
9/20/2017 5:39 PM

Real-Time Protection: On

Settings

IE Enhanced Security Configuration

On

Time zone
-

Product ID

Processors
nstalled memaory (RAM)

Total disk space

(UTC) Coordinated Universal Time

00376-40000-00000-AA%47 (activated)

Intel(R) Xeon(R) CPU E5-2673 v4 @ 2.30GHz
35GB

134 GB

© Zeca Nunes - Todos os direitos reservados
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10. If needed, change to Off for Administrators, and select OK.

Internet Explorer Enhanced Security Configuration (IE ESC) reduces the
exposure of your server to potential attacks from Web-based content.

Internet Explorer Enhanced Security Configuration is enabled by
default for Administrators and Users groups.

Administrators:

Q () On (Recommended)

W @off

More about Internet er Enhanced Security Configuration

o< ||| cance |

11. You will now ensure the CloudShop application is up and running. Open
Internet Explorer, and browse to both the WGWEB1 and WGWEB2
servers:

http://wgwebl
http://wgweb2

14
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#3 HandsOn Lab (Mao-na-Massa!)

Exercise 1: Create a Virtual Network and provision subnets

Duration: 15 minutes

Task 1: Create a Virtual Network

1. From your computer, connect to the Azure portal, select + Create a
resource, and search for Virtual Network, and then press Create

2. On the Create virtual network blade, on the Basic tab, enter the
following information:

o Subscription: Select your subscription.

o Resource group: Select Create new, and enter the
name WGVNetRG1.

o Name: WGVNet1
o Location: (US) South Central US

3. Select Next: IP Addresses

15
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Home > New >

Create virtual network

Basics P Addresses Security Tags Review + create

Azure Virtual Network (VNet) is the fundamental building block for your private network in Azure. VNet enables many types of
Azure resources, such as Azure Virtual Machines (VM), to securely communicate with each other, the internet, and on-premises
netwaorks, VNet is similar to a traditional network that you'd operate in your own data center, but brings with it additional
benefits of Azure's infrastructure such as scale, availability, and isolation. Learn more about virtual network

Project details

Subscription * (@ ‘ Microsoft Azure Sponsorship v ‘

Resource group * @ ‘ (New) WGVNetRG1 v ‘
Create new

Instance details

Name * [ wevnen v |

Region * [ ws) South Central us ~ H

< Previous Next : IP Addresses > Download a template for automation

4. On the Create virtual network IP Addresses tab, enter the following
information:

o Address space: 10.7.0.0/20
o +Add subnet

o Subnet name: GatewaySubnet (Select the default name and
change to this name.)

o Subnet address range: 10.7.0.0/29
o Select Add

5. Select Next: Security.

16
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Home > New >

Create virtual network

Basics  IP Addresses  Security  Tags  Review + create

The virtual network's address space, specified as one or more address prefixes in CIDR notation (e.g. 192.168.1.0/24).

IPv4 address space

100.0.0/16  10.000 - 10.0.255.255 (65536 addresses) i}
[ 107.00720 | <

[J add 1pvs address space (O

The subnet's address range in CIDR notation (e.g. 192.168.1.0/24). It must be contained by the address space of the virtual
network.

| Add subnet [i] Remove subnet

[ subnetname Subnet address range

| [ Gatewaysubnet 10.7.0.0/29

< Previous H Next : Security > \ Download a template for automation

6. On the Create virtual network Security tab, select Enable for
BastionHost.

7. Enter the following information:
o Bastion name: WGBastion
o AzureBastionSubnet address space: 10.7.5.0/24
o Public IP address: Create new
o Public IP address name: BastionPubliclP

8. Leave the other options as default for now.

17
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Home > New >

Create virtual network

Basics IP Addresses Security  Tags Review + create

BastionHost (O () Disable

@ Enable
Bastion name * WGBastion | e |

AzureBastionSubnet address space 10.?.5.0X24| v |
* 10.7.5.0 - 10.7.5.255 (256 addresses)

Public IP address * | (Mew) BastionPubliclP AV |

Create new

DDoS Protection Standard @ (®) Disable

O Enable

Firewall (@O @ Disable

O Enable

| < Previous | | MNext : Tags = Download a template for automation

9. Select Review + Create.

10. Review the configuration and select Create.

18
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Create virtual network

O Validation passed

Basics IP Addresses

Basics

Subscription
Resource group
Name

Region

IP addresses

Address space

Subnet

Tags

None

Security

BastionHost
DDoS protection plan

Firewall

Security Tags Review + create

Microsoft Azure Sponsorship
(new) WGVNetRG1
WGVNet1

South Central US

10.0.0.0/16,10.7.0.0/20
GatewaySubnet (10.7.0.0/29), AzureBastionSubnet (10.7.5.0/24)

Enabled
Basic

Disabled

Next > Download a template for automation

11. Upon completion, it should look like the following screenshot. Validate
the information is correct, and select Create.

12. Monitor the deployment status by selecting Notifications Bell at the top

of the portal. In a minute or so, you should see a confirmation of the
successful deployment. Select Go to Resource.

Task 2: Configure subnets

1.

Go to the WGVNetRG1 Group, and select WGVNet1 Virtual
Network blade if you're not there already, and
select Subnets under Settings on the left.

19
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r WGVNet1 - Subnets

Wirtual netwaork
L Search (Ctri+/)

Overview
B Activity log
2ha Access control (IAM)
& Tags

#. Diagnose and solve problems
Settings

Address space

i Connected devices

<> Subnets

2. In the Subnets blade select +Subnet.

+ Subnet I T

L Search subnets

NAME ADDRESS RANGE

3. On the Add subnet blade, enter the following information:
o Name: Management
o Address range: 10.7.2.0/25
o Network security group: None
o Route table: None
o Service Endpoints: Leave as Default.

4. When your dialog looks like the following screenshot, select OK to create
the subnet.

20
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WEVHNet

Mame *

| Management ’ |

Address range (CIDR block) * (@

10.7.2.0/25 . |
10.7.2.0 - 10.7.2.127 (123 + 5 Azure reserved addresses)

[] Add an IPv6 address space

Metwork security group

|| Mone e |

Route table

| Mone e |

Service endpoints

Services (1)

0 selected e

Subnet delegation

Delegate subnet to a service (0

Mone v

5. Repeat Step 3, enter the following information for the Azure Firewall
which we will use to control traffic flow in and out of the Network.

o Name: AzureFirewallSubnet (This name is fixed and cannot be
changed.)

o Address range: 10.7.1.0/24
o Network security group: None
o Route table: None

o Service Endpoints: Leave as Default

© Zeca Nunes - Todos os direitos reservados
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Add subnet *

WGV Hett
Mame *

|i AzureFirewallSubnet |

Address range (CIDR block) * @

10.7.1.0/24 . |
10.7.1.0 - 10.7.1.255 (251 + 5 Azure reserved addresses)

[] Add an IPv6 address space

Metwork security group
|| Mone I e |

Route table

| Mane e |

Service endpoints

Services (1)

0 selected e

Subnet delegation

Delegate subnet to a service (O

| Maone R |

Exercise 2: Virtual Network Peering

Duration: 20 Minutes

Task 1: Configure VNet peering WGVNetl to WGVNet2 and Vice
Versa

1. Select the resource group WGVNetRG1, and select the configuration
blade for WGVNet1. select Peerings under Settings on the left.

2. Select Add.

22
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&« WGVNet1 - Peerings

S22 Virtual netwark

0 Search (Cirl+/) « + Add
= Owerview - | RO Search peerings
B Activity log NAME
sha Access control (IAM) No results.
& Tags

# Diagnose and solve problems

Settings

Address space
> Connected devices
Subnets
DDosS protection
Firewall

Security

H o & &

DMS servers

“% Peerings

3. Set the following configuration for the new peering. Select OK to create
the peering.

This virtial network

o Peering link name: VNETPeering_WGVNet1-WGVNet2

o Traffic to remote virtual network: Allow (default)

o Traffic forwarded from remote virtual network: Allow (default)
Remote virtual network

o Peering link name: VNETPeering_ WGVNet2-WGVNet1

o Virtual network deployment model: Resource manager

o Subscription: Select your Azure subscription

o Virtual Network: WGVNet2

o Traffic to remote virtual network: Allow (default)

o Traffic forwarded from remote virtual network: Allow (default)

23
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‘ VNETPeeri ng_WGVNet1-WGVNet2

Traffic to remote virtual network ©
@ Allow (default)

O Block all traffic to the remote virtual network

Traffic forwarded from remote virtual network (@
@ Allow (default)

O Block traffic that originates from outside this virtual network

Virtual network gateway or Route Server @

Use this virtual networl

Use the remote virtual net

@ None (default)

Remote virtual network

Peering link name *

‘ VNETPeering_ WGVNet2-WGVNet1

Virtual network deployment model (@
@ Resource manager

O Classic
D I know my resource 1D (0]

Subscription * (@

‘ Azure Pass — Sponsorship

Virtual network *

‘ WGVNet2

Traffic to remote virtual network (O
@ Allow (default)

O Block all traffic to the remote virtual network

Traffic forwarded from remote virtual network ©
@ Allow (default)

O Block traffic that originates from outside this virtual network

Virtual network gateway or Route Server ()

Use this virtual networl

Use the remote virtua

@ None (default)

Click ADD

Exercise 3: Configure

Application Security Groups

Duration: 20 minutes

Task 1: Create application security groups

Network Security Groups and

In this exercise, you will restrict traffic between tiers of n-tier application by
using network security groups and application security groups.

In the Azure portal, select + Create a resource. In the Search the
Marketplace, type Application security group and press Enter. Next, on
the Application security group blade, select Create.
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2. On the Create an application security group blade, on the Basics tab,
enter the following information, and select Review + create:

o Subscription: Select your subscription.
o Resource group: WGVNetRG2
o Name: WebTier

o Region: (US) South Central US (This must match the location in
which you created the WGVNet2 virtual network.)

Create an application security group

Basics Tags Review + create

PROJECT DETAILS

* Subscription Azure Pass - Sponsorship
* Resource group WGEVNetRG2
Create new

INSTAMCE DETAILS

* Name

* Region I| (US) South Central USl

3. On the Create an application security group blade, on the Review +
Create tab, ensure the validation passes, and select Create.

4. Repeat the previous two steps to create an application security group
named DataTier with the settings matching those on the following
screenshot.

o Subscription: Select your subscription.
o Resource group: WGVNetRG2
o Name: DataTier

o Region: (US) South Central US (This must match the location in
which you created the WGVNet2 virtual network.)
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Create an application security group

Basics Tags  Review + create

PROJECT DETAILS

* Subscription Azure Pass - Sponsorship hd
* Resource group | WGEWVMetRG2 hd
Create new
INSTAMCE DETAILS

* Region | (US) South Centrsi Us | v

Task 2: Configure application security groups

1. In the Azure portal, navigate to the Virtual machines blade and
select WGWEB1.

2. On the WGWEB1 blade, select Networking under Settings on the left.

3. On the WGWEB1 - Networking blade, select Application security
groups and then select Configure the application security groups.

4. On the Configure the application security groups blade, in
the Application security groups drop-down list, select WebTier,

then Save.
Home > Virtual machines > WGWEE1 - Networking Configure the application security groups
. WGWEE INetworkinterface
@& WGWEB1 - Networking
Virtual machine L:' save ¥ Discard
O Search (Ciri+/) « = Attach network interface
0 Search (Cirl+/)

& Overview ~ I Network Interface: WGW Showing only application security groups in the same region as the network interface, If you
. . choose more than cne application security group, they must all exist in the same virtual
=] Activity log V\_rtual network/subnet: WGWVN: o .
Disabled
-
iM Access control (IAM) Application security groups
& Tags Inbound port rules  Qutbs | WebTier ~
K Diagnose and solve problems !- Configure the application : ilter the application security groups
WGVNetRG2
Settings DataTier
| WebTier

Networking

5. Repeat steps 1-4, but this time for WGWEB2 in order to assign to its
network interface the WebTier application security group.

6. Repeat steps 1-4, but this time for WGSQL1 in order to assign to its
network interface the DataTier application security group.
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Task 3: Create network security group

1.

In the Azure portal, select + Create a resource. In the Search the
Marketplace, type Network security group and press Enter. Select it
and on the Network security group blade, select Create.

On the Create network security group blade, enter the following

information, and select Review + Create then Create
o Subscription: Select your subscription.
o Resource group: WGVNetRG2

o Name: WGAppNSG1

o Region: (US) South Central US (This must match the location in
which you created the WGVNet2 virtual network.)

Create network security group

Basics Tags Review + create

Project details

Subscription * ‘ Opsgility Development Environment

v

Resource group * || WGVNetRG2 | ™ |
Create new
Instance details
Name * || wonppnst | <]
Region * [T ws) scuth Centrat Us | v |
| Next : Tags > ‘ Download a template for automation

In the Azure Portal, navigate to All Services, type Network security
groups the search box and select Network security groups.

On the Network security groups blade, select WGAppNSG1.

On the WGAppNSG1 blade, select Inbound security
rules under Settings on the left and select Add.

© Zeca Nunes - Todos os direitos reservados
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6. On the Add inbound security rule blade, enter the following

information, and select Add:
o Source: Application security group

o Source application security
group: WebTier

o Source port ranges: *

o Destination: Application security
group

o Destination application security
group: DataTier

o Destination port ranges: 1433
o Protocol: TCP

o Action: Allow

o Priority: 100

o Name: AllowDataTierinboundTCP1433

© Zeca Nunes - Todos os direitos reservados

] Add inbound security rule X
WGADPNSG

source @D

Application security group v

Source application security groups

WebTier v | i

Destination part ranges * @
1433 <]

Protocol
O vy
(®) Tcp
[@R:1
[@X<"0)

(®) Allow
O peny

Priority * O

100 |

Name *

AllowDataTierlnboundTCP1433 |

Description
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7. On the WGAppNSG1 - Inbound security rules blade, select Add.

8. On the Add inbound security rule blade, enter the following

information, and select Add:
@ Add _i_nbouncl security rule b

o Source: Any

o Source port ranges: *

o Destination: Application security

group | “]a
o Destination application security v
group: WebTier

o Destination port ranges: 80 f
o Protocol: TCP
o Action: Allow -
o Priority: 150 :
o Name: AllowAnyWebTierinboundTCP80
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9. On the WGAppNSG1 - Inbound security rules blade, select Add.

10. On the Add inbound security rule blade, enter the following
information, and select Add: e Add inbound security rule %

WGAPpNSG1

o Source: IP Addresses

Source (O

P Addresses ]

o Source IP addresses/CIDR
10.7.0.0/20 -]

ranges: 10.7.0.0/20 (This IP address  pomse -
range represents WGVNet1.) '

o Source port ranges: *

o Destination: Any

o Destination port ranges: 3389 O wor
o Protocol: Any
o Action: Allow (o — 7

Name *

AllowMgmtinboundAny3389 ‘

o Priority: 200

Description

o Name: AllowMgmtinboundAny3389
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11.On the WGAppNSG1 - Inbound security rules blade, select Add.

12.0On the Add inbound security rule blade, enter the following
information, and select Add:

o Source: Service Tag @ /idd inbound security rule

o Source service
tag: VirtualNetwork

o Source port ranges: *

o Destination: Application security o

group
o Destination application security :

group: DataTier o
o Destination port ranges: * O e

o Protocol: Any

o Action: Deny |a,",:mm—;.mﬂ
o Priority: 1000

o Name: DenyVNetDataTierlnbound
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13.0On the WGAppNSG1 - Inbound
security rules blade, select Add.

14.On the Add inbound security
rule blade, enter the following
information, and select Add:

o Source: Service Tag

o Source service

tag: VirtualNetwork
o Source port ranges: *

o Destination: Application

security group

o Destination application security

group: WebTier

o Destination port ranges: *

o Protocol: Any
o Action: Deny

o Priority: 1050

o Name: DenyVNetWebTierInbound

Semana Profissdo Cloud

¢ Add inbound security rule

WGApPNSG1

Source D

[ service Tag

Source service tag* @

[ virtualNetwork

Source port ranges * (D

Destination (D

[ Application security group

Destination application security groups

‘ WebTier ~ ‘ o}

Filter the application security groups v

Senvice ©

[ custom

Destination port ranges * ()

Protacol
(®) any
O e
QO uor
O 1eme

Actien

O allow
(®) Deny

Priority * @

[ 1050

Name *

‘ DenyVNetWebTierinbound

Description

15.0n the WGAppNSG1 - Inbound security rules blade,
select Subnets under Settings and then select + Associate.

16. On the Associate subnet blade, select WGVNet2 on the Virtual
network drop down and AppSubnet on the Subnet dropdown.

17. Select OK at the bottom of the Associate subnet blade.

Exercise 4: Create route tables with required routes

Duration: 15 minutes
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Route Tables are containers for User Defined Routes (UDRs). The route table is
created and associated with a subnet. UDRs allow you to direct traffic in ways
other than normal system routes would. In this case, UDRs will direct outbound
traffic via the Azure firewall.

Task 1: Create route tables

1. On the main portal menu, select + Create a Resource. Type route into
the search box, and select Route table then select Create.

2. On the Create a Route table blade enter the following information:
o Subscription: Select your subscription.
o Resource group: Select WGVNetRG1 from the drop down.
o Location: (US) South Central US
o Name: MgmtRT
o Propagate gateway routes: Yes

3. When the dialog looks like the following screenshot, select Create.

Create Route table

Basics Tags  Review + create

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subscription* (O ‘ Azure Pass — Sponsorship ~ ‘

Resource group * (D ‘ WGVNetRG1 ~ ‘
Create new
Instance details
Region* @ ‘ South Central US v ‘
Name * (@ [ MgmiRT ]
Propagate gateway routes * (D @ Yes
O no

4. Repeat steps 1 and 2 to create the AppRT route table:
o Subscription: Select your subscription.
o Resource group: Select WGVNetRG2 from the drop down.

o Location: (US) South Central US
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o Name: AppRT
o Propagate gateway routes: Yes

5. Once route tables are created, your Route tables blade should look like
the following screenshot:

NAME RESOURCE GROUP LOCATION
AppRT WGVNetRG2 South Central US
MgmitRT WGVNetRG1 South Central US

Task 2: Add routes to each route table

1. Select the AppRT route table, and select Routes under Settings on the

left.
AppRT - Routes
Route table
- . «
0 Search [Ctri+/)
Overview
B Activity log

sia Access control (LAM)

& Tags

# Diagnose and solve problems

Settings

& Configuration

Routes

2. On the Routes blade, select + Add. Enter the following information, and
select OK:

o Route name: AppTolnternet
o Address prefix: 0.0.0.0/0

o Next hop type: Virtual appliance
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© Zeca Nunes - Todos os direitos reservados



ZECA

Semana Profissdo Cloud

o Next hop address: 10.7.1.4

Add route o x

AppRT

* Route name
” AppTolnternet |

* Address prefix @
00000 | V]
Virtual appliance | v
* Next hop address @
| 0714 | v

@ Ensure you have IP forwarding enabled on your virtual appliance, You can enable this by
navigating to the respective network interface’s IP address settings.

[ =1

3. Repeat this procedure to add the AppToMgmt route using the following
information:

o Route name: AppToMgmt
o Address prefix: 10.7.2.0/25
o Next hop type: Virtual appliance

o Next hop address: 10.7.1.4

Add route o x

AppRT

* Route name
| AppTaMgmt | ]
* Address prefix @

10.7.2.0/25

Next hop type @
Virtual appliance | v

* Next hop address @

10714 <]
===

@ Ersuryou have I foruarding enabled on your irua! appliance. You can enable this by
navigating to the respective network interface's [P address setfings.

[ o 1

4. Upon completion, your routes in the AppRT route table should look like
the following screenshot:
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o
/') Search routes
NAME ADDRESS PREFIX MNEXT HOP
AppTolnternet 0.0.0.0/0 10.7.1.4
AppToMgmt 10.7.2.0/25 10.7.1.4

5. In the Azure Portal, go to All Services and type Route in the search box
and select Route tables.

6. Select MgmtRT, and select Routes under Settings on the left.

B NAME

AppRT

v MgmtRT

7. On the Routes blade, select +Add. Enter the following information, and
select OK:

o Route name: MgmtToOnPremises
o Address prefix: 192.168.0.0/16
o Next hop type: Virtual network gateway

o Next hop address: Leave blank.

Add route 0o x

MgmitRT

* Route name
I MgmtToOnPremises I ~/|

* Address prefix @
| 13216800416 | |

Next hop type @

Virtual network gateway v

Li]

8. Add the MgmtToApp route using the following information:
o Route name: MgmtToApp
o Address prefix: 10.8.0.0/20

o Next hop type: Virtual appliance

36

© Zeca Nunes - Todos os direitos reservados



ZECA

Semana Profissdo Cloud

o Next hop address: 10.7.1.4 (This is the private IP of Azure
Firewall.)

Add route

Route name *

| MgmiTorpp | |

Address prefix * @
10.8.0.0/20
Next hop type ©

I Virtual appliance I V‘

Next hop address * @
[[ro14 | |

@ Ensure you have IP forwarding enabled on your virtual appliance. You can enable this by navigating to
ings.

the respective network interface's IP address setting

9. Upon completion, your routes in the MgmtRT route table should look
like the following screenshot:

Mame T4 Address prefix TL  Next hop
MgmiTohpp 10.8.0.0/20 10.7.1.4
MgmtToOnPremises 192.168.0.0/18 Virtual network gateway

Note: The route tables and routes you have just created are not
associated with any subnets yet, so they are not impacting any traffic
flow yet. This will be accomplished later in the lab.

Exercise 5. Configure n-tier application and validate

functionality

Duration: 20 minutes

In this exercise, you will create and configure a load balancer to distribute load
between the web servers.

Task 1: Create a load balancer to distribute load between the web
servers
1. In the Azure portal, select + Create a resource, then search for Load
Balancer.

2. On the Create load balancer blade, on the Basics tab, enter the
following values:

o Subscription: Select your subscription.
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o Resource group: WGVNetRG2

o Name: WGWEBLB

o Region: (US) South Central US

o Type: Internal

o SKU: Basic

o Virtual network: WGVNet2

o Subnet: AppSubnet (10.8.0.0/25)

o IP address assignment: Select Static and enter the IP
address 10.8.0.100

Ensure your Create load balancer dialog looks like the following, and
select Review + create then select Create.

Project details

Subscription * [ Azure pass - sponsorship v
Resource group * [ wevnetrs2 v
Create new

Instance details

Name * [ wewesLs v
Region * | ws) south central Us M
Type * © (® internal (O Public
SKU* @ (O standard (®) Basic

e Microsoft recommends standard SKU load balancer for production
workloads.
Learn more about pricing differences between Standard and Basic SKU '

Tier

Configure virtual network.

Virtual network * @ [ WGVNet2 ~

Subnet * ‘ AppSubnet (10.8.0.0/25) v ‘
Manage subnet cenfiguration

1P address assignment * ® satc O Dynamic

Private IP address * [ 1080100 v

Task 2: Configure the load balancer

1. Open the WGWEBLB load balancer in the Azure portal.

2. Select Backend pools, and select +Add at the beginning.
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4= add

E,J Refresh

‘7! WGWEBLB - Backend pools
Ram=d Load balancer

s
0 Search (Ctri+/)

o Owverview

B Activity log

zha Access control (lAM)

' Tags

#% Diagnose and solve problems

Settings

! Frontend IP configuration

Backend pools

| L2 Search backend address pools

VIRTUAL MACHINE

Mo results.

3. Enter LBBE for the pool name. Under Associated to, select Virtual

machine.

Add backend pool X

WGWEBLS

Name *
LBBE

Virtual network ()
webrg-vnet

IP version
o

Associated to ()

[ virtual machine ~

Under Virtual machine, press +Add and choose the WGWEB1 virtual
machine and WGWEB2 virtual machine.

Select Add to add the backend pool.

Wait to proceed until the Backend pool configuration is finished

updating.

‘/’3 ‘ « - add () Refresh
0]

< overview ‘/

E Activity log Virtual machine

Virtual machine ... Network interface Private IP address

“ Access contral (1AM)
‘ Tags

£ Diagnose and solve problems

“/LBBE (2 virtual machines)

WGWEB1Networkinterface

WGWEE1 Running

‘WGWEB2Networkinterface

WGWEE2 Running
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7. Next, under Settings on the WGWEBLB Load Balancer blade
select Health Probes. Select + Add, and use the following information to

create a health probe.
o Name: HTTP

o Protocol: HTTP

@ WGWEBLB - Health probes

Load balancer

«
O Search (Ctri+/) = add
& Overview - @
E Activity log NAME
M Access control (1AM) No results.
0 Tags

# Diagnose and solve problems

Settings
#l Frontend IP configuration

% Backend pools

I-[' Health probes I

Add health probe
ndom 536

* Name

[wre ]

Protocol @
[P

* Port @
80

* Path @
/

* Interval @

5

* Unhealthy threshold @
H

1

Select OK.

After the Health probe has updated. Select Load balancing rules.
Select +Add and complete the configuration as shown below followed

by selecting OK.

o Name:; HTTP

o Leave the rest as defaults.
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Name *
|

IP Version *
(® pva () 1Pvs

Frontend IP address * @

10.8.0.100 (LoadBalancerfrontEnd) s

Protocol
o ~
(®)TCP () UDP

Port™
[= |

Backend port * @
[=0 |

Backend pool @

‘ LBBE (2 virtual machines) v |

Health probe &

\ HTTP (HTTP:80) ~ |

Session persistence

‘ None ~ |

Idle timeout (minutes) (O
o

Floating IP (direct server returm) ®

(@ cnabled )

It will take 2-3 minutes for the changes to save.

10. From an RDP session to WGWEB1, open your browser and navigate
to http://10.8.0.100. Ensure that you successfully connect to either one of
two Web servers.

11. Using the portal, disassociate the public IP from the NIC
of WGWEB1 VM. Do this by navigating to the VM and
selecting Networking under Settings on the left. Select the NIC Public
IP then choose Dissociate. Select Yes when prompted.
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http://10.8.0.100/

(&2 WGWEBT - Networking

Virtual machine

|0 Search (Ctri+/) | «

o~

B3 Overview

Topol
Activity log opology

Virtual network/subnet: WGVNet2/AppSubnet
Accelerated networking: Disabled

Ao Access control (IAM) NIC Private IP: 10.8.0.6

® Tags

Inbound port rules  Outbound port rules

22 Diagnose and solve problems

& Attach network interface g Detachn

@ Network Interface: WGWEB1Networkinterface

Semana Profissdo Cloud

etwork interface

Effective security rules

T S

NIC Public IP|;104.44.130.140

Application security groups

This network interface does not contain network security groups

Settings

‘£ Networking

& Connect

12. Next, return to the WGWEB1 - Networking blade and select

the Network Interface

13. Select IP configurations under Settings on the left.

WGWEB1Networkinterface - IP configurations

Network interface

& oveniew | IP forwarding settings
1P forwarding (@ enabied )
Aty log  Disabled JEICLITH
% Access contral (IAM) Virtual network WGYNet2
® Tags
IP configurations
Settings | subnet AppSubnet (10.4.0.0/23)
&1 IP configurations |
= e
= DNS servers |
" | Name IP Version Type Private IP address Public IP address
& Network security group
. ipconfigl IPv4 Primary 10.8.0.5 (Dynamic) 40.71.253.245 (webip)
1! Properties
5 Locks

4 Export template

14. Next, select ipconfig1 shown above.

15. Select and make sure that the Public IP address settings is shown as
disabled, and select Save if necessary. This should remove the public IP

address from the network interface of the VM.
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ipconfigl O x

WGWEB1Networkinterface

save | X Discard

Public IP address settings

Public IP address

(oisabicd | IETED)

Private IP address settings

Virtual netwaork/subnet
WGWNet2 /AppSubnet
Assignment

‘s X . ™

P address *
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Exercise 6: Provision and configure Azure firewall solution

Duration: 15 minutes

In this exercise, you will provision and configure an Azure firewall in your

network.

Task 1: Provision the Azure firewall

1.

In the Azure portal, select + Create a resource. In the Search the
Marketplace text box, type Firewall, in the list of results, select Firewall,

and on the Firewall blade, select Create.

2. On the Create a firewall blade, on the Basics tab, enter the following
information:

Subscription: select your subscription.
Resource group: WGVNetRG1

Name: azureFirewall

Region: South Central US
Availability zone: none

Firewall tier: Standard

Firewall management: Use Firewall rules (classic) to manage this
firewall

Select a Virtual network: Select Use existing and then
select WGVNet1.

Public IP address: Add new
Public IP address name: azureFirewall-ip

Forced tunneling: Disable
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Create a firewall

Basics Tags  Review + create

Azure Firewall is a managed cloud-based network security service that protects your Azure Virtual Network resources. It is a
fully stateful firewall as a service with built-in high availability and unrestricted cloud scalability. You can centrally create,
enforce, and log application and network connectivity policies across subscriptions and virtual networks, Azure Firewall uses a
static public IP address for your virtual network resources allowing outside firewalls to identify traffic originating from your
virtual network. The service is fully integrated with Azure Monitor for logging and analytics. Learn more.

Project details

Subscription * | Azure Pass — Sponsorship v ‘

Resource group * | WGVNetRG1 ~ ‘

Create new

Instance details

Name * | azureFirewall v ‘
Region * | South Central US v ‘
Availability zone @ | None % ‘

0 Premium firewalls support additional capabilities, such as SSL termination and IDPS. Additional costs may apply. Migrating a
Standard firewall to Premium will require some down-time. Learn more

Firewall tier @ Standard
O Premium (preview)

Firewall management O Use a Firewall Palicy to manage this firewall

@ Use Firewall rules (classic) to manage this firewall

Choose a virtual network O Create new

@ Use existing

Virtual network | WGVNet1 (WGVNetRG1) v ‘

Public IP address * | (New) azureFirewall-ip 4 ‘
Add new

Forced tunneling @ (@ ) Disabled

3. Select Review + create and then select Create to provision the Azure
Firewall.

Task 2: Create Firewall Rules

Within 1-2 minutes, the resource group WGVNetRG1 will have the firewall
created. Next, we will firewall rules to allow the inbound and outbound traffic.

1. On the main Azure menu select Resource groups.

2. Select the WGVNetRG1 resource group. This resource group contains
the azure firewall and its public IP address resources.

3. Navigate to the azureFirewall-ip blade and note the value of its public IP
address. You will need it later in this task.
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select Rules under Settings on the left.

& azureFirewall

! Resource group (change) : WGVNetRG1
& Overview !
| Location

& Activity log

o Access control (1AM)

Subscription (change)  : Visual Studio Enterprise — MPN
Subscription 1D : e7032e26-245a-4a86-88a5-c51ef0ce334d

® Tags Tags (change) : Click here to add tags

Settings

1 Public IP Configuration
% Threat intelligence

' properties

) Locks

E4 Export template
Monitoring

@il Metrics

[& Diagnostic settings
® Logs

Support + troubleshaoting

2 New support request

Semana Profissdo Cloud

4. Navigate to the azureFirewall blade, and, on the Overview page,

Virtual network/subnet : WGVNet1/AzureFir

Private IP address 110704
Public IP address : azureFirewall-ip
Provisioning state + Succeeded

5. Select + Add NAT Rule collection and enter the following information

to create an inbound NAT Rule (collection is a list of rules that share the

same priority and action):
o Name: NATRuleCollection1
o Priority: 250
o Rules Name: IncomingHTTP
o Protocol: TCP
o Source type: IP address

o Source address: *

o Destination Address: Type the public IP address assigned to the

firewall you identified earlier in this task.

o Destination ports: 80 (to allow HTTP traffic)

o Translated Address: 10.8.0.100 (Private IP of the Azure Load

Balancer you deployed earlier in this lab.)

o Translated Port: 80

6. Create another rule for HTTPS, as illustrated on the following screenshot

(alternatively you could create a single rule for both HTTP and HTTPS).
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o Rule Name: IncomingHTTPS
o Protocol: TCP
o Source Addresses: *

o Destination Address: Type the public IP address assigned to the
firewall you identified earlier in this task.

o Destination ports: 443
o Translated Address: 10.8.0.100

o Translated Port: 443

Add NAT rule collection

Name * | NATRuleCollectioni -]
priority * | 250 /]
. ~
Rules
name Protocol Source Addresses Destination Addr... Destination Ports Translated address Translated port
IncomingHTTP Tcp . 52.146.62.19 80 1080.100 80 W
[ incomingtittes | [ ce MIE | [ 521466219 A [443 ] [ 10.80.100 ][44 e
| [osdleded ]| I | | | |

< >

7. Select Add and wait until the update completes.

8. Back on the Azure Firewall Rules page, select Network rule collection
tab. Then Select + Add Network Rule collection and enter the following
information to create a Network Rule for inbound traffic. This rule allows
HTTP connectivity from any directly connected network targeting the
frontend IP address of the load balancer.

o Name: NetworkRuleCollectionAllow1
o Priority: 100

o Action: Allow

o Rule Name: IncomingWeb

o Source type: IP address

o Protocol: TCP

o Source address: *
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o Destination Address: 10.8.0.100
o Destination ports: 80,443

9. Crate another rule for Remote Desktop sessions from the Management
subnet on WGVNet1.

o Rule Name: IncomingMgmtRDP
o Protocol: TCP

o Source type: Ip address

o Source address: 10.7.2.0/25

o Destination Address: 10.8.0.0/25

o Destination ports: 3389
Add network rule collection X

Name * | NetworkRuleCallectionAllow |

Priarity * | 100 |

tion * | Allow ~

10. Select Add and wait until the update completes.

Task 3: Associate route tables to subnets

1. In the Azure portal, navigate to the blade displaying properties of
the WGVNetRG2 resource group.

2. Select AppRT, followed by Subnets and then select + Associate.
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5 Overview

B Acivity log MAME

sl Access control {LANM]) Mo results.
& Tagz

# Dizgnose and solve problems
Settings
& Configuration

= FRoutes

‘1" Properties

3. On the Associate subnet blade, select WGVNet2 on the Virtual
network drop down. Select AppSubnet on the Subnet dropdown.

¢ Associate subnet
AppRT

[wovner | V|

Subnet ()

| ,mmmet I A I

4. Select OK at the bottom of the Associate subnet blade.

5. Navigate to the blade displaying properties of the WGVNetRG1 resource
group, and select MgmtRT, then Subnets.

6. Select the + Associate.

7. On the Associate subnet blade, select WGVNet1 on the Virtual
network drop down. Select Management on the Subnet dropdown.
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Associate subnet
MgmiRT

Virtual network (O

[ wovnen | “ |
Subnet (0
|| Managementl N I

8. Select OK at the bottom of the Associate subnet blade.

Exercise 7: Configure Site-to-Site connectivity

Duration: 60 minutes

In this exercise, we will simulate an on-premises connection to the internal web
application. To do this, we will first set up another Virtual Network in a separate
Azure region followed by the Site-to-Site connection of the 2 Virtual Networks
Finally, we will set up a virtual machine in the new Virtual Network to simulate
on-premises connectivity to the internal load-balancer.

Task 1: Create OnPrem Virtual Network

1. In the Azure portal, select + Create a resource, search for Virtual
network.

2. On the Create virtual network blade, enter the following information:
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o Subscription: Select your subscription.

o Resource group: Select Create new, and enter the
name OnPremVNetRG

o Name: OnPremVNet

o Location: (US) East US (Make sure this is NOT the same location
you have specified in the previous exercises.)

Click Next : IP Address >

o Address space: 192.168.0.0/16

o +Add subnet

o Subnet name: default

o Subnet address range: 192.168.0.0/24, click Add
3. Leave the other options with their default values.

4. Upon completion, it should look like the following screenshot. Validate
the information is correct, and select Review + Create and then Create

Task 2: Configure gateway subnets for on premise Virtual Network

1. Select the OnPremVnetRG Resource Group and then open
the OnPremVNet blade and select Subnets.

2. Next, select + Gateway subnet.
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'S OnPremVMNet - Subnets

. Diagnose and sohve problems

Settings
Address space

Wl Connected devices

Subnets

W DDos protection

Wirtua| network
| O Search [Ciri+) | o + Subnet I+ Gateway submet I
o Overview
L] | B Search subnets

B Activity log

MAME ADDRESS RANG
st Access control (LAR)
& Tag: default 192.168.0.0/3

3. Specify the following configuration for the subnet, and select OK:

o Address range: 192.168.1.0/29
o Route table: None (We will add later.)
Add subnet pd

OnPremiHet

* Address range (CIDR block) @
[ 192162 1.0/29]

/]
B Azure reserved addreszes)

Metwork security group

| None w |

Routs table

| None v |

Service endpoints

Services @

0 selectad w

Subnet delegation

Delegate subnet to a ervice @

None

4. Next, select + Subnet and add OnPremManagementSubnet to

the OnPremVNet, as shown below in the screenshot:

o Name: OnPremManagementSubnet
o Address range: 192.168.2.0/29
o Leave the rest of the values as their defaults.
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Add subnet #

OnPrembidet

* Mame

| OnPremManagmentiubnet «l

* Address

range [CIDR block) @

[ 19218820024 |

19216820 - 102.168.2.255 (257 + b Azure reserved addresses)

Metwork security group

| Naone

v]

Route tabl

1]

| None

v ]

Service endpeints

Services @

0 sedected w

Subnet delegation

Delegate subnet to a service @

None

Task 3: Create the first gateway

1.

Using the Azure Management portal, select + Create a resource,
type Virtual Network gateway in the Search the Marketplace text box,

in the |

ist of results, select Virtual network gateway, and then

select Create.

On the

Create virtual network gateway blade, enter the following

information and select Review + create:

(@]

Subscription: Select your subscription.
Name: OnPremWGGateway

Region: (US) East US (This must match the location in which you
created the OnPremVNet virtual network.)

Gateway type: VPN

VPN type: Route-based

SKU: VpnGw1

Generation: Generaton1
Virtual network: OnPremVNet

Public IP address: Create new
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o Public IP address name: onpremgatewaylP1

o Enable active-active mode: Enabled

o Second Public IP address name: onpremgatewaylP2

o Configure BGP: Disabled

Create virtual network gateway

Basics Tags  Review + create

Azure has provided a planning and design guide to help you configure the various VPN gateway options. Learn more.

Project details

Select the subscription to manage deployed resources and costs. Use reseurce groups like folders to organize and manage all

Yyour resources.
Subscription *

Resource group (D

Instance details

Name *

Region *

Gateway type * (0
VPN type * (D
SKU* @
Generation

Virtual network * ()

Subnet (1)

Public IP address

Public IP address * (D
Public IP address name *
Public IP address SKU
Assignment

Enable active-active mode * (O

SECOND PUBLIC IP ADDRESS

SECOND PUBLIC IP ADDRESS * (D

Public IP address name *

Configure BGP * (D

Azure Pass — Sponsorship v

OnPremVNetRG (derived from virtual network’s resource group)

‘ OnPremWGGateway v ‘

‘ East US N ‘

@ VPN O ExpressRoute

@ Route-based O Policy-based

‘ VpnGw1 hd ‘
‘ Generation1 v ‘
‘ OnPremVNet e ‘

Create virtual network

3
[s=]
=
nd

Gatey

ra

Subnet (19

@ Only virtual networks in the currently selected subscription and region are
listed.

@ Create new O Use existing

‘ onpremgatewaylP1 v

Basic
Dynamic Static

(®) Enabled () Disabled

@ Create new O Use existing

‘ onpremgatewaylP2 v

() Enabled (®) Disabled

Azure recommends using a validated VPN device with your virtual network gateway. To view a list of validated devices and
instructions for configuration, refer to Azure's documentation regarding validated VPN devices.
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3. Validate your settings and select Review + Create then Create.

Note: The gateway will take 30-45 minutes to provision. Rather than
waiting, continue to the next task.

Task 4: Create the second gateway

1. Using the Azure Management portal, select + Create a resource,
type Virtual Network gateway in the Search the Marketplace text box,
in the list of results, select Virtual network gateway, and then
select Create.

2. On the Create virtual network gateway blade, enter the following
information and select Review + create:

o Subscription: Select your subscription.
o Name: WGVNet1Gateway

o Region: South Central US (This must match the location in which
you created the WGVNet1 virtual network.)

o Gateway type: VPN

o VPN type: Route-based

o SKU: VpnGw1

o Generation: Generation1

o Virtual network: WGVNet1

o Resource group: WGVNetRG1

o Public IP address: Create new

o Public IP address name: vnet1gatewaylP1

o Enable active-active mode: Enabled

o Second Public IP address name: vnet1gatewaylP2

o Configure BGP ASN: Disabled
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Create virtual network gateway

Basics Tags  Review + create

Azure has provided a planning and design guide to help you configure the various VPN gateway options. Learn more.

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
your resources.

Subscription * Azure Pass — Sponsorship ~

Resource group O WGYNetRG1 (derived from virtual network's resource group)

Instance details

Name * ‘ WGVNet1Gateway \/‘

Region * ‘ South Central US v ‘

@ VPN O ExpressRoute

Gateway type * ©

VPN type * O @ Route-based O Policy-based

SKU* @ | vpnGw v |
Generation ) ‘ Generation1 ~ ‘
Virtual network * (O ‘ WGVNet1 ~ ‘

Create virtual network

Subnet (O GatewaySubnet (10.7.0.0/29) 2

i} Only virtual networks in the currently selected subscription and region are
listed.

Public IP address

Public IP address * (1)

Public IP address name *

Public IP address SKU

Assignment

Enable active-active mode * (O

SECOND PUBLIC IP ADDRESS

SECOND PUBLIC IP ADDRESS * (D

@ Create new O Use existing

‘ vnetlgatewaylP1 ~

Basic
Dynamic Static

(®) Enabled () Disabled

@ Create new O Use existing

Public IP address name * ‘ vnetlgatewaylP2 v

(O Enabled (®) Disabled

Azure recommends using a validated VPN device with your virtual network gateway. To view a list of validated devices and
instructions for configuration, refer to Azure’s documentation regarding validated VPN devices.

Configure BGP * (O

3. Validate your settings and select Create.

Note: The gateway will take 30-45 minutes to provision. You will need to
wait until both gateways are provisioned before proceeding to the next
section.
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4. The Azure portal will display a notification when the deployments have
completed.

#Task 5: Connect the gateways

1. In the Azure portal, select + Create a resource, in the Search the
Marketplace text box, type in Connection, and press Enter.

2. On the Connection blade, select Create.

3. On the Basics blade, leave the Connection type set to VNet-to-VNet.
Select the existing WGVNetRG1 resource group. Then, change the
location of this connection to the Azure region hosting
the WGVNet1 virtual network, South Central US. Select OK.

Create connection X Basics o X

* Connection type @

) = 1
1 Basics > VNet-to-VNet v
Configure basic settings '

* Subscription

Azure Pass - Spensorship ~

Configure connection settings * Resource group @
WGVNetRG1 e

Create new

3 N
* | gcation

Review and create
" s) south Central Us_ | -

4. On the Settings tab, select WGVNet1Gateway as the first virtual network
gateway and OnPremWGGateway as the second virtual network
gateway. Ensure Establish bidirectional connectivity and IKEv2 is
selected. Enter a shared key, such as A1B2C3D4. Select OK.
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Create connection X Settings O x
1 Basics o *First virtual network gateway (O >
Configure basic settings WGVNet1Gateway
*Second virtual network gateway (1) S
2 Settings > OnPremWGGateway

Configure connection settings

Establish bidirectional connectivity (D

summary b First connection name *

Review and create | WGVNet1Gateway-to-OnPremWiGGateway - |

Second connection name *

| OnPremWGGateway-to-WGVNet]1 Gateway - |

Shared key (PSK) * (@
[ Ave2c3p4 | /]

IKE Protocal (0

(O Kev1 @ IKEv2

[y [ ] enable BGP

5. Select OK on the Summary page to create the connection.

6. In the Azure portal, select All services. Then, type connections in the
search text box and select Connections.

«
All services | i connactions | X |
+ Create a resource :
M Home )
Everything 25 APl Connections
[& Dashboard
General - -
= - | | Connections |
Compute

7. Watch the progress of the connection status, and use the Refresh icon
until the status changes for both connections
from Unknown to Connected. This may take 5-10 minutes or more. You
might need to refresh the page to see the change in status.

Connections

Defautt Directory

+ Add  EE Edit columns U Refresh L ]

Subscriptions: Azure Pass - Sponsorship

Filter by name... All resource groups ~ All locations ~ All tags ~
2 items
NAME STATUS PEER 1 PEER 2 RESOURCE G... LOCATION
OnPremWGGateway-to-WGVNetiG-.- Connected  OnPremWGGate.. WGVNet1Gateway WGVNetRG1 East US
WGVNet1Gateway-to-OnPremWGG-- Connected ~ WGVNet1Gateway OnPremWGGate.. WGVNetRG1 South Central US
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Exercise 8: Build the Bastion host service

Duration: 15 minutes

In this exercise, management of the Azure-based systems will only be available
through a Bastion host. In this section, you will provision this service.

Task 1: Build the Bastion host

>**Note**: This step should have been completed in Exercise 1, Task 1. If it
was not, please complete the steps below.

Exercise 9: Validate connectivity from 'on-premises' to Azure

Duration: 30 minutes

In this exercise, you will validate connectivity from your simulated on-premises
environment to Azure.
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Task 1: Create a virtual machine to validate connectivity

1. Create a new virtual machine in the OnPremVnet virtual network. In the
Azure portal, select + Create a resource and select Windows Server
2016 Datacenter.

2. On the Create a virtual machine blade, on the Basics tab, enter the
following information, and select Next : Disks >:

(¢]

O

Subscription: *Select your subscription.
Resource group: Select Create new and enter OnPremVMRG.
Virtual machine name: OnPremVM

Region: (US) East US (This must much the region you created the
OnPremVNet virtual network.)

Availability options: No infrastructure redundancy required
Image: Windows Server 2016 Datacenter - Gen 1

Size: Standard DS1 v2

User name: demouser

Password: demo@pass123

Public inbound ports: Allow selected ports

Select inbound ports: RDP

Already have a Windows license?: No

3. On the Create a virtual machine blade, on the Disks tab, set the
following configuration and select Next : Networking >:

(o]

OS disk type: Premium SSD

4. On the Create a virtual machine blade, on the Networking tab, set the
following configuration and select Next : Management >:

(e]

(o]

(o]

Virtual network: OnPremVNet
Subnet: OnPremManagementSubnet (192.168.2.0/29)
Public IP: (new)OnPremVM-ip
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o NIC network security group: Basic

o Publicinbound ports: Allow selected ports
o Select inbound ports: RDP (3389)

o Accelerated networking: Off

o Place this virtual machine behind an existing load balancing
solution: No

5. On the Create a virtual machine blade, on the Management tab, set
the following configuration and select Review + create:

o Boot diagnostics: Disable

o OS guest diagnostics: Off

o System assigned managed identity: Off
o Enable auto-shutdown: Off

6. On the Create a virtual machine blade, on the Review + Create tab,
ensure the validation passes, and select Create. The virtual machine will
take about 5 minutes to provision.

Task 2: Configure routing for simulated '‘on-premises' to Azure traffic

When packets arrive from the simulated 'on-premises' Virtual Network
(OnPremVNet) to the 'Azure-side' (WGVNet1), they arrive at the gateway
WGVNet1Gateway. This gateway is in a gateway subnet (10.7.0.0/29). For
packets to be directed to the Azure firewall, we need another route table and
route to be associated with the gateway subnet on the 'Azure-side’.

1. On the Azure portal select All services at the left navigation.
Enter Route in the search box, and select Route tables.

2. On the Route tables blade, select Add.
3. On the Create route table blade, enter the following information:
o Subscription: Select your subscription.

o Resource group: Select the drop-down menu, and
select WGVNetRG1.
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o Location: (US) South Central US (This must match the location in
which you created the WGVNet1 virtual network.)

o Name: WGAzureVNetGWRT

o Propagate gateway routes: Yes

Create Route table

Basics Tags  Review + create

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subscription * ([ ‘ Azure Pass — Sponsorship AV |

Resource group* 0] ‘ WGYNetRG1 ~ |

Create new

Instance details

Region * @ ‘ South Central US ~ |
Name * (@ | WGAZureVNetGWRT |
Propagate gateway routes * (D @ Yes

O no

4. Select Review + Create and then Create

5. Select the WGAzureVNetGWRT route table.

Route tables « X 40 WGAzureVNetGWRT - Routes
Opzgility Route table
+ Add Edit columns =+ More |/_g | « + Add
0O c

| | % Overview A eE -
D Name T Activity log Name
|:| J"‘ ApPpRT “o Access control (1AM) No results.
D OJ‘.‘ MgmtRT aee ‘ TﬂgS
[ ] & wWGAzurevNetGWRT “ee £ Diagnose and solve problems

Settings

& Configuration

4. Routes

6. Select Routes.
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7. On the Routes blade, select the +Add button. Enter the following
information, and select OK:

o Route name: OnPremToAppSubnet
o Address prefix: 10.8.0.0/25
o Next hop type: Virtual appliance
o Next hop address: 10.7.1.4
Add route

Route name *
|| OnPremToAppSubnet I . |

Address prefix * @
[ 1020025 | /]

Next hop type ©

I| Wirtual appliancel ~ |

Next hop address * @
| 10714 | |

o Ensure you have IP forwarding enabled on your virtual appliance. You can enable this by navigating to
the respective network interface's IP address settings.

8. On the WGAzureVNetGWRT - Routes blade,
select Subnets under Settings on the left.

9. On the Subnets blade, select Associate.

10. On the Associate subnet blade, select WGVNet1 under the Virtual
Network drop down and select GatewaySubnet under the Subnet drop
down.

Associate subnet

WGAzureVNetGWRT

Virtual network @
[ WGVNet1 | v |

Subnet

|| GatewaySubnet % I
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Task 3: Networking fix!

1. Select the resource group WGVNetRG1, and select the configuration
blade for WGVNet1. Select Peerings under Settings on the left and
select VNETPeering_ WGVNet1-WGVNet2 to change this item:

o Virtual network gateway or Route Server: Use this virtual
network's gateway or Route Server

2. Select the resource group WGVNetRG2, and select the configuration
blade for WGVNet2. Select Peerings under Settings on the left and
select VNETPeering_WGVNet2-WGVNet1 to change this item:

o Virtual network gateway or Route Server: Use the remote virtual
network's gateway or Route Server

3. Review the Exercise 3
o Task3
= Step 10

4. Review the Exercise 4

o Task 2
= Step3
= Step 8
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WGVNet1 - 10.7.0.020 WGVNet2 - 10.8.0.020
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-MgmiToApp -AppTOMGMT

OnPremVNet - 192.168.0.0116
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Q
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OnPremManagementSubnet default
192.168 2 0129 192 1680 024

N

OnPramvi
192.16824

demouser
demo@pass123

Download here this diagrams.net topology (draw.io)

Task 4: Let’s Test!

Note: At this point, you have configured your enterprise network. You

should

be able to test your Enterprise Class Network from one region to

another. Your testing can include the following scenarios:

O

On the 'on-premises' virtual machine (OnPremVM), attempt to
initiate a Remote Desktop session to any virtual machine on the
AppSubnet (10.8.0.0/25). Note that this should fail since it is
blocked by Azure Firewall.

In the Azure portal, navigate to and browse to the web application
deployed to the WGVnet?2 via the private IP address of the Azure
Load Balancer(10.8.0.100). Note that this traffic is routed (and
allowed) via Azure Firewall.

In the Azure portal, navigate to the WGWEB1 VM and initiate a
Bastion connection session to the WGWEB1 virtual machine by
selecting Connect and Bastion. This should be successful since it
is allowed by Azure Firewall and Azure Bastion Host.
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o Inthe Azure portal, navigate to the WGWEB1 VM and initiate a
Bastion connection session to the WGWEB2 virtual machine by
selecting Connect and Bastion. This should be successful since it
is allowed by Azure Firewall and Azure Bastion Host.

o From within the WGWEB1 VM Bastion connection session, initiate
a Remote Desktop session to the WGSQL1 via its private IP
address (10.8.1.4). This should be successful since it is allowed by
Azure Firewall.

Exercise 10: Create a Network Monitoring Solution

(Optional)

Duration: 15 minutes

Task 1: Create a Log Analytics Workspace

1. From your computer, connect to the Azure portal, select + Create a
resource, and in the list of Marketplace categories, select IT &
Management Tools followed by selecting Log Analytics.

2. On the Create workspace blade, enter the following information:
o Name: Enter Unique Name all lowercase
o Subscription: Select your subscription.

o Resource group: Select Create new, and enter the
name MonitoringRG.

o Location: East US
o Pricing Tier: Pay-as-you-go

3. Upon completion, it should look like the following screenshot. Validate
the information is correct, and select OK.
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Log Analytics workspace LI X

Create new or link existing workspace

@ Create New 'i:} Link Existing
Log Analytics Workspace * (D
myanalytics58 o

Subscription *

Opsgility Development Environment v

Resource groun *
| (New) MonitoringRG o

Create new

Location *
East US v

* Pricing tier
I >

Pay-as-you-go

Task 2: Configure Network Watcher

1. From your computer, connect to the Azure portal, select All Services,
and in the Category list, select Networking followed by
selecting Network Watcher.
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All services | 2 search Networking

Overview METWORKING (31)
L i
Categories Virtual networks
All ® Application Gateways
G |
eneral e DMNS zones

Compute

Z\ ExpressRoute circuits
I Networking |

Storage ;’ Network security groups (classic)
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2. In the Overview blade, expand your subscription and
select SouthCentralUS by selecting the ... button to the right then

enabling the service within the region.

= Virtual networks (classic)
Ly Virtual network gateways

4 CDN profiles

5:* MNetwork Watcheﬁ’

il Network interfaces

3. Repeat the step above this time enabling the service within the East

US region.

Network Watcher

Dis:

Status
partially enabled

abled

En:

abled

Dis:

DI
® East Asia Disal
D

abled

isabled

bled

isabled

Disabled

Enabled |

=

Exercise 11: Using Network Watcher to Test and Validate

Connectivity (Optional)

Duration: 60 minutes

In this exercise, you will collect the flow log and perform connectivity from your
simulated on-premises environment to Azure. This will be accomplished by

using the Network Watcher Service in the Azure Platform.

Task 1: Configuring the Storage Account for the NSG Flow Logs

1. On the Azure portal select + Create a resource. From the Azure
Marketplace menu select storage then select Storage Account

2. On the Create Storage account blade. Enter the following information,
and select Review + Create then select the Create button:

o Subscription: Your Subscription

© Zeca Nunes - Todos os direitos reservados
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o Resource Group: MonitoringRG (Use the existing resource group
created earlier.)

o Storage Account Name: This must be Unique and alphanumeric,
lowercase and no special characters.

o Location: South Central US

o Performance: Standard

o Account Kind: StorageV2 (general purpose v2)
o Replication: Locally-redundant storage (LRS)
o Access Tier Default: Hot

Create storage account

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
YOUF resources.

Subscription * | Opsgility Development Environment N |
Resource group * LMonitoringRG I e |
Create new

Instance details

The default deployment model is Resource Manager, which supports the latest Azure features. You may choose to deploy using
the classic deployment model instead. Choose classic deployment model

Storage account name * (O l mysads I \/l
Location * | (Us) South Central Us | v |
Performance (O tandard O Premium

Account kind O [ StorageV2 (general purpose v2) e |
Replication (O || Locally-redundant storage (LRS) I ~ I

Access tier (default) © O CooIHot

< Previous | Next : Networking > |

Note: Ensure the storage account is created before continuing.

3. Repeat step 2, but select East US for the region and give it a different
name.
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4. On the Azure portal select All services at the left navigation. From the
Categories menu select Networking then select Network Watcher.

5. From the Network Watcher blade under the Logs menu select NSG
flow logs. You will see both the OnPremVM-
nsg and WGAppNSG1 Network Security Groups.

Mame Resource type Resource group Status
I;, OnPremVh-nsg Metwork security group OnPremyMetRG 2 Disabled
I-‘F, WGEAPpMSGT Metwork security group WGEVMetRG2 i) Disabled

6. Select the WGAppNSG1 network security group to open the flow log
settings. Select On and then select Version 2 for the Flow logs version.

7. Select Storage Account-Configure. From the drop down select the
available storage account created earlier, then the OK button.

Select a storage account 0O X
0 Mot showing classic storage accounts

Location

East US

Subscription

| Visual Studio Enterprise — MPM o |

Storage account *

| networkdiagsa N |

8. Select On to enable the traffic analytics status and set the interval to 10
minutes. Select the Log Analytics Workspace created earlier.
Select Save at the top to confirm the settings.
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Flow logs settings

Status

(o on )

Flow Logs version (D

| Version 1 WEEELES'

version 1 logs ingress and egress IP traffic flows for both allowed and denied traffic. Version 2
provides additional throughput information (bytes and packets) per flow.
Learn mare.

] save | < Discard

Storage account

networkdiagsa

o Retention

MNS5G Flow logs data is stored indefinitely.
Learn more about deletion of old data

Traffic Analytics

ﬂ Traffic Analytics provides rich analytics and visualization derived from M5G flow logs and other Azure
resources’ data. Drill through geo-map, easily figure out traffic hotspots and get insights into
optimization possibilities,

Learn about all features

To use this feature, choose an Log Analytics workspace. To minimize data egress costs, we recommend
that you choose a workspace in the same region your flow logs storage account is located, Metwork
Performance Menitor selution will be installed on the workspace.

We also advise that you use the same workspace for all N5Gs as much as possible, Additional meta-
data is added to your flow logs data, to provide enhanced analytics.

Traffic Analytics status

(o on )

Traffic Analytics processing interval &

| Every 10 mins e

Log Analytics workspace

vnetdiagws
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9. Repeat Steps 4 - 7 to enable the OnPremVM-nsg Network Security
Group as well. When completed your configuration should show as the
following image.

Mame Resource type Resource group Status
;’ anPremvih-nsg MNetwork security group OnPremyMetRG @ Enabled
;’ WGEAppMSGT MNetwork security group WGVNetRG2 @ Enabled

10. Navigate back to the OnPremVM. Connect to it by downloading and
opening the RDP file. Then open another RDP connection to
the WGMGMT1 virtual machine within the connection to OnPremVM. In
the RDP connection to WGMGMT1, navigate to the load balancer's
private ip and generate some traffic by refreshing the browser. Allow ten
minutes to pass for traffic analytics to generate.

| (Y |

£+ {1 Cloud shop Products - Co..

-

| Search

Task 2: Configuring Diagnostic Logs

1. On the Azure portal, select All services at the left navigation. From the
Categories menu select Networking, then Network Watcher,

2. Select Diagnostic Logs from the Logs Menu within the blade.
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Network Watcher - Diagnostic logs

Microsoft
|/_/-) | « () Refresh
@ ovenvi Subscription * @ Resource group (&)
verview
‘ Wisual Studio Enterprise — MPN ~ ‘ ‘ hd
Monitoring
A

. Topology @ Select any of the r to view diag g
%2 Connection monitor Name Resource type Resource group Diagnostics status
4 Network Performance Manitor .

| m onpremvms39 Network interface OnPremVNetRG © Disabled
Network diagnostic tools | ;, OonPremvM-nsg Netwark security group OnPremVNetRG © Disabled
=1 1P flow verify wgmgmt1174 Network interface WGMGMTRG © Disabled
% Next hop $» wowesLe Load balancer WGVYNEtRG2 © Disabled
L. Effective security rules | i wesaLiNetworkinterface Network interface WGVNetRG2 © Disabled
4 VPN troubleshoot WGWEB1Networkinterface Network interface WGVNetRG2 © Disabled
% Packet capture | m WGWEB2Networkinterface Network interface WGVNetRG2 © Disabled
K3 connection troubleshoot | ;, WGAPPNSG1 Network security group WGVNetRG2 © Disabled

Metrics

= Usage + quotas
Logs

& NsG flow logs
&l Diagnostic logs

@ Traffic Analytics

3. Select onpremvmNNN then select + Add diagnostic setting.

4. Enter OnPremDiag as the name then select the checkbox for Archive to
a storage account. Select Storage account and from the drop down
select the available storage account you created earlier. Select OK.

All services > Network Watcher - Diagnostic logs * Diagnostics setlings Select a storage account x

Diagnostics settings

X Discard Showing all storage accounts including classic starage
accounts

OnPremDiag Location

Eastis
Euhwn 10 3 storage accoun!

Subscription

Storage account 5 Visual Studko Enterprise - MPN ~

Canfigure

Stream to an event hub

Send to Log Anaiytics

metric
Retention (days)

AllMetrics
L —0 50

5. Select the Send to Log Analytics checkbox. Select the workspace
created earlier. Select the AllMetrics checkbox and set the Retention
(days) to 60. Select the Save button to complete the settings.
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Diagnostics settings

Save | > Discard [ Delete

You'll be charged normal data rates for storage and transactions when you send diagnostics to a
storage account.

MName *

| OnPremDiag

Archive to a storage account

Storage account

>
networkdiagsa

|:| Stream to an event hub

send to Log Analytics

Subscription

‘ Visual Studio Enterprise — MPM

Log Analytics Workspace

‘ vnetdiagws [ eastus )

metric

Retention (days) &

—O |

Allnetrics

0 Retention only applies to storage account.

6. Repeat Steps 2 - 5 for each network resource. Once completed your
settings will look like the following screenshot.
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Network Watcher - Diagnostic logs

Microsoft

‘}J Search (Ctri+/) | « (0 Refresh

@ Overview - Subscription * © Resource group @ Resource type ©
| Opsqility Development Environment ~ ‘ ‘ Type to start filtering ... ~ 0 selected

Monitoring Resource ()

#h Topology Type to start filtering ...

4 Connection monitor
@ Select any of the resources to view diagnostic settings.

4 Connection monitor (Preview)

@ Network Performance Monitor Name Resource type Resource group Diagnostics status

Network diagnostic tools

T IP flow verify

onpremvma9s Network interface OnPremVMRG @ Enabled
55 Next hop

Effective security rules OnPremVM-nsg Network security group OnPremVMRG @ Enabled

labvm106 Network interface OPSLABRG Enabled
4 VPN troubleshoot h

% Packetcaptu LABVM-nsg Network security group OPSLABRG @ Enabled
acket capture

wgmgmt156 Network interface WGMGMTRG Enabled
K3 Connection troubleshoot 9mg L]

Metrics
WGSQL1Networkinterface Network interface WGVNetRG2 @ Enabled
= Usage + quotas
WGWEB 1Networkinterface Network interface WGVNetRG2 @ Enabled

Logs WGWEB2Networkinterface Network interface WGVNetRG2 © Enabled

NSG flow logs WGAppNSG1 Network security group WGVNetRG2 @ Enabled

@
i
@
@ WGWEBLB Load balancer WGVNetRG2 @ Enabled
@
@
i

MiaAnnctic lnne

Task 3: Reviewing Network Traffic

1. On the Azure portal select All services at the left navigation. From the
Categories menu select Networking then select Network Watcher.

2. Select Traffic Analytics from the Logs menu in the blade. At this time
the diagnostic logs from the network resources have been ingested.
Select View map.

@ Network Watcher - Traffic Analytics -
() Refresh ) Send us your feedback [ FAQ
B et Log Analytics subscriptions * © Log Analytics workspace * Discovered subscriptions O Resource groups Time interval * ©
Visual Studio Enterprise - MPN v | | wnetdiagns v Visual Studio Enterprise - MPN v 4 selected v | | Last 24 hours v
Monitoring
em— Data based on time range : 11/13/2019, 1G:36:41 PM - 11/14/2013, 10:36:41 PM Select display unts | Flows v
& Topology

& Connection monitor
TRAFFIC VISUALIZATION
@ Network Performance Monitor

View your network traffc flow distribution units in Flows
Network diagnostic tools

Total flows Inbound 116K 109K Outbound
= 1P flow verify W tomed

1 11K 11K Log S
& Nothop 119K = o
5 — — M Benign
Effectve securty rules ST K 19K B Matiiows
@ VPN troubleshoot
This tabular representation of network traffic flow distribution is “not to scale”

@ Packet capture
B Connection troubleshoot

YOUR ENVIRONMENT
Metrics Across Azure regions, virtual networks, resources and subnetworks
= Usage + quotas Deployed Azure regions TA enabled NSGs* Talking to Internet
L
i 1 of 42 total F‘ & ] 2 ot 2 3
& NSG flow logs Active 1 ." "’
B Diagnosiclogs inactive 0 ® * enable TA for il NSGs to wew richer data

Traffic Analytics enabled 1
@ Traffic Analytics Allowed malicious 0

Virtual networks Virtual subnetworks

3 8.

Active 3 Active 5

Inactive 0 Inactive 3

Allowed malicious 0 Allowed malicious ]

View VNets View subnets

External connections. Resources

On premise 0 Active/total load balancers n

Azure regions 2 Activetotal app gateways 00

Public IPs 1 Load balancers with maficious flows0

App gateways with maiicious flows0
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3. Select the green check mark which identifies your network. Within the
pop-up menu select More Details to propagate detailed information of
the flow to and from your network.

Traffic Analytics Geo Map View

Tk - Bl Alowed Makios ()
145 102 la3 |1
Allowed malicious flows associated with East US deployments
Malicious ... Country/.. L7Pro.. Dest.. #flows %Shar.. %AL.. %AO:.

No allowed malicious flow

Azure regions communicating with East US deployments
Azure region #Flows %Share ... %AL.. %BL.. %AO:.. %BO..

EastUs 2

UK West

Azure region: East US

Layer7 protocols associated with East US deployments
17 Protocol (Pr... L4Prot... DestPort #Flows  %Share.. %B:%.. %k %L..

Note: You can select the See More link to query the connections detail for
more information.

Task 4: Network Connection Troubleshooting

1. On the Azure portal select All services at the left navigation. From the
Categories menu select Networking then select Network Watcher.

2. Select Connection Troubleshoot from the Network Diagnostic
tools menu.

3. To troubleshoot a connection or to validate the route enter the following
information and select Check:

o Subscription: Your Subscription

o Resource Group: OnPremVMRG

o Source Type: Virtual Machine

o Virtual Machine: OnPremVM

o Destination: Select a virtual machine

o Resource Group: WGVNetRG2
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o Virtual Machine: WGWEB1
o Probe Settings: TCP

o Destination Port: 80

Network Watcher - Connection troubleshoot

Micrasoft
«| Trom a virtual machine (VM) 1o a VIV, Tully qualimed domain name (FUDN), URL or IPvE address, 1o
|,O | start, choose a source to start the connection from, and the destination you wish to connect to and
select "Check”.
" . Learn maore.
& Overview
Monitoring Source
Subscription * (@
7. Topology

| Visual Studio Enterprise — MPM W |

% Connection monitor
Resource group *

| onpremvnetrG | v |

@ Metwork Performance Monitor

Network diagnostic tools Source type *

= 1P flow verify | || Virtual machine I ~ |
% Next hop i *Vvirtual machine

— Effective security rules | OnPremVivi I ~ |
& VPN troubleshoot | Destination

% Packet capture select a virtual machine O Specify manually

K3 connection troubleshoot | Resource group *
E || WGVNEtRG2 M
Metrics

virtual machine * (@

== Usage + quotas

[ wowest | V]
Logs
Probe Settings
[ NsG flow logs ; Brotocol @
& Diagnostic logs e (Oicvp
@ Traffic Analytics | Destination port * @

e | Y,

~  Advanced settings

Check

Checking connectivity......

4. Once the check is complete the connection troubleshoot feature will
display a grid view on the name, IP Address Status and Next hop as seen
in the following screenshot.
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Network Watcher - Connection troubleshoot

Micrasoft

o

‘/.

& overview |
|

Monitoring

~  Advanced settings

| Status
< Topology | @ Reachable

£2 Connection monitor Agent extension version

@ Network Performance Monitor 14

) . Source virtual machine
Network diagnostic tools

= Usage + quotas

OnPremyivi
1P flow verify
i Grid view  Topology view
%5 Next hop —
" _ . Hops
— Effective security rules

Name IP address. Status Next hop IP ad... RTT from source...
4} VPN troubleshoot
= B OnPremviM 192.168.24 /] 13.72.104.133 -
‘s Packet capture

| £  OnPremWGG- 13.72.104.133 168.62.174117,2.. -

K4 connection troubleshoot | ° ’

£  WGVMet1Gat. 168.62.174.117,2.. @ 10.7.1.4 -
Metrics

B virtual Applia- 10.7.1.4 (] 10,805 -

]

B \WGWEE1 10.8.05

Logs
Average Latency in milliseconds
4

MNSG flow logs

Diagnostic logs
| Minimum Latency in milliseconds
@ Traffic Analytics I3

Maximum Latency in milliseconds
6

Probes Sent
66

Probes Failed
0

After the hands-on lab

Duration: 10 minutes

After you have successfully completed the Enterprise-class networking in Azure
hands-on lab step-by-step, you will want to delete the Resource Groups. This
will free up your subscription from future charges.

You should follow all steps provided after attending the Hands-on lab.
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